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Chuy'e'n - 	 hi nhan Sa Thong tin va Truyen  thong, trong thai gian  gan day da 

phat  hien tan cong cna tin tac  nham  vao he  thong thu not bO cna  Tinh 

(@quangninh.gov.vn). Tin tac se gia  mao dia  chi  thu dien tiX, giOng  vgi  ten  mien 

thu  dien not bO de giri dOc den ngugi dung  trong he thong. Ma dOc  thuong 

dtrgc  giri dixoi dang file nen .rar, .zip; cac ,  file van  ban .doc, .pdf... chira  cac tep 

tin  thuc thi hoac gia mao quan tri he thong giri  cac thong bao  yeu  cau  ngugi 

dung  truy cap den mot trang do tin tac xay dung  de nang cap hornthu,  thay  doi 

mat  khau. ‘  Cac trang nay thuang  chtra  r  ma  JavaScript dOc hai  an trong mot 

iFrame  nham tim kiem thong tin, clanh cap tai khoan, lay nhiem virus, malware. 

Nguy  hiem han nfra, sau khi da danh cap ,dugc  tai khoan  thu  dien  tir  tin  tac  se 

dung chinh tai  khoan do giri thu mao den cac Ilia  chi thu dien tir  khac de phat 

tan  cac thong  tin sai  Lech, anh huang  den  cong tac  chi dao, diet' hanh  cua Tinh. 

Vi  du ve  mot  thu gia  mao: 

"From: "COng thong tin dien tie tinh Qua ng Ninh" <apicola@rdsor.ro> 

Date: Sat, Apr 2, 2016 at 12:21 PM -0700 
Subject: Thong tin dich  vza 

chili tai khoan e-mail than men, 

Chilingtoi muon ruing cap tat ca cac tai khoan email theo lick cho ngay 

horn nay nine la mot phan cilia nhiOn vu CLiClchiling toi de: tang athng an ninh 

cilia hOp thu ctia ban. Yid Ming silt. dung cac lien ket cluoi day cre nang cap tai 

khoan cilia ban:Nju cal clot cilia ban khOng chive cap nhat ngay hom nay, tai 
khocin cilia ban se khong hoot dOng va khong the gilti hock nhan &roc thong bao 

nao con 6.  480 MB. 

- Van ph6ng Tinh tiy; 

-  Van  pheng  UBND  Tinh; 

-  Van phOng  HDND va Doan DBQH  Tinh; 

-  Cac sa, ban, nganh,  Joan the Tinh; 

-  Cac  thanh  uy ,  thi uy, huyen Uy va UBND  cac 

huy'en, thi xa,  thanh phO. 

Ngudi 	Sa Thong tin va 
Truyen thong 
Email: 
sttvtt@guangninh.gov.vn  
Ca guan: Tinh Quang 
Ninh 
Thai gian 	04.04.2016 
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UBND  TINH QUANG NINH 
SO THONG  TIN VA TRUYEN THONG 

Se):  240/STTTT-TTCNTT&TT 
V/v canh bao  gia mao thu dien tir cong vu Tinh 

CONG HOA XA HQI CHU NGHIA VIET  NAM 
D'cic lap  —  Tir do  — Hann  pink 

Qucing Ninh, ngay 04 thong 4 nom 2016 

Kinh giri: 
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Ky.  lad: Dinh S9 
Nguyen 
Email: 
dinhsynguyen@quan  
gninh.gov.vn  
Co quan: SO Thong tin 
va Truyen thong, Tinh 
Quang Ninh 
Thai gian 
04.04.2016 14:25:24 

Dinh  Sy Nguyen 

littp://baysiciegeotech.coin.azi/win/pziblic_htnil/webniail/intlex.lztini 

Ban qtty'n © 2016,  Tat ca cac quy'n" 

De tang cuOng dam  boo an toan khi sir  dung horn thu dien tir, So thong tin 
va Truyen thong de nghi cac  co  quan, don  vi  thgc  hien  mot so bien phap sau: 

Canh gide 	cac tep tin Minh kern, cac  duarng  lien ket an &roc giri den 
thu dien tir nguOi dung, ke ca giri tir trong not 

Cai dot va thuOng xuyen cap nhat cac phan mem chOng ma dOc nhu: 
Kaspersky, Symantec, BKAV, AVG, CMC... 

Six dung phap mem ban quyen. Khong dimg cac cong cu be khoa phan 
mem diroc chia se tren mang vi hau het cac  cong  cu nay deu chira ma dOc. 

- Thgc hien cac bien phap kiem tra khi phat  hien  thu dien tir nhan duac có 
dau hieu bat thuOng theo hirang ddn tai 	dia chi: 
http://tinyurl.com/hcre5xz.  

Trong qua trinh sir dung neu co  nhu  cau h6 tro cue nghi co quan, don vi 
lien he tad. Trung tam Cong nghe thong tin va  Truyen  thong thuOc SO' Thong tin 
va Truyen thong, (lien thoai: 033 2247777, 033 3533911, email: 
qnict@quangninh.gov.vn.  

Tran trong./. 

iVo'i 
- Nhu tren; 
- UBND Tinh (B/c); 
- Trung tam VNCERT — B6 TT&TT  (B/c); 
- D/c GE) sa (b/c); 
- Cac PGD so; 
- Cac phong chuyen mon thu6c kr; 
- T6 ATTT (t/h); 
- Ltru: VT, TTCNTT&TT. 

SO Y TE QUANG  NINH 

S6: 	/SY-SYT 

Noi nhfin: 
- Ban Giam d6c; 
- Cac phOng chirc nang; 
- Cac clan vi y to tckrc thu0c; 
- Um: VT, VP. 

SAO  Y BAN CHINH 

Quang  Ninh,  ngay 	thcing q .nam 2016 
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