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V/v canh béo gia mao thu dién tir cong vu Tinh Qudng Ninh, ngay 04 thang 4 nam 2016
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—The Mhl nhdn S& Thong tin va Truyén thong, trong thoi gian gan day da
phat hién tAn cong cua tin tdc nhim vao hé thong thu n01 bd cua Tmh
(@quangninh.gov. vn) Tin tic sé gia mao dia chi thu dién tu glonc v&i tén mién
thu dién ta no1 bo dé gtri mi doc dén ngudi dung trong hé thong. M3 doc thudng
dwoc gui dudi dang file nén rar, .zip; cac file van ban .doc, pdf... chua cac tép
tin thue thi hodc gia mao quan tri hé théng giri cac thono bdo yéu cau ngudi
dung truy cap dén mot trang do tin tdc xay dung dé nang cap hom thu, thay doi
mat khau. Céc trang nay thuong chia méd JavaScript doc hai an trong mot
iFrame nhim tim kiém thong tin, danh cap tai khoan, lay nhiém virus, malware.
Nguy hiém hon nita, sau khi d3 danh cdp duoc tai khoan thu dién tir tin tdc s&
dung chinh tai khoan do gui thu gia mao dén cac dia chi thu dién tir khdc dé phat
tan cac thong tin sai léch, anh huong dén cong tac chi dao, diéu hanh cua Tinh.

Vi du vé mot thu gia mao:

“From: "Céng thong tin dién tir tinh Quang Ninh" <apicola@rdsor.ro>
Date: Sat, Apr 2, 2016 at 12:21 PM -0700
Subject: Thong tin dich vu

chu tai khoan e-mail than mén,

Chuing t6i muén néng cdp tat ca cdc tdi khoan email theo lich cho ngay
hom nay nhuw la mit phan ciia nhiém vu clia chung t6i dé tang cuong an ninh
ciia hép thue cua ban. Vui long sir dung cac lien két dudi day dé nang cap tai
Ihoan ciia ban:Néu cai ddt ciia ban khong diroc cdp nhat ngay hém nay, tdai
khodan ciia ban sé khéng hoat dong va khong thé guri hodc nhan dioc thong bao
nao con o 480 MB.



hitp.//baysidegeotech.com.au/wm/public_htmlwebmail/index. html
Ban quyén © 2016, Tat cd cde quyén”

bé tang cuong dam bdo an toan khi sir dung hom thu dlen tir, S¢ thong tin

va Truyén théng d& nghi céc co quan, don vi thyc hién mot sé bién phap sau:

Canh gidc v6i céc tép tin dinh kém, cic dudng lién két 4n duoc gii dén
thu dién tir nguoi dung, ké ca g tlr trong ndi bo.

Cai dat va thuong xuyén cip nhit cic ph?m mém chéng ma ddéc nhu:
Kaspersky, Symantec, BKAV, AVG, CMC..

Su dung phan mém ban quyén. Khong ding céc cong cu bé khoa phén
mém dwoc chia sé trén mang vi hau hét cac cdng cu nay déu chira ma déc.

Thue hién céc bién phap kiém tra khi phat hién thu dién tir nhan duoc co
ddu  hiéu  bét thuong theo huéng din tai dia  chi:
http://tinyurl.com/hcre5xz.

Trong qua trinh str dung néu ¢ nhu cau hd tro dé nghi co quan, don vi

lién heé t61 Trung tim Cong nghé théng tin va Truyén thong thugc S& Thong tin
va Truyén thong, dién thoai: 033 2247777, 033 353391 1, email:
gnict@quangninh.gov.vn.

Trén trong./.
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